Board of Trustees

Executive and Audit Committee Meeting
Friday, June 19, 2020
Videoconference

MINUTES

Call to Order/Roll/Declaration of a Quorum
Committee Members:

Lyn Hennion Present Paul Nicholson Present
Sheila Clough Present Daniel Santos Present
Megan Davis Lightman Present Bill Thorndike Present

Chair Lyn Hennion called the meeting to order at approximately 10:30 a.m. The
secretary recorded the roll and a quorum was verified.

Other trustees in attendance: Shaun Franks, Deborah Rosenberg, President Linda
Schott, Steve Vincent and janelle wilson.

Other attendees and Zoom webinar panelists included: Greg Perkinson, Vice President
for Finance and Administration; Jason Catz, General Counsel; Dr. Neil Woolf, Vice
President for Enrollment Management and Student Affairs; Dr. Susan Walsh, Provost;
Jeanne Stallman, Associate Vice President for Government and Corporate Relations;
Tom Battaglia, Chief Information Officer; Sabrina Prud’homme, Board Secretary; Ryan
Schnobrich, Internal Auditor; and Kathy Park, Office of the Board Secretary.

Reports

Internal Audit Report

Ryan Schnobrich provided the Internal Audit Report. He referred trustees to the
meeting materials, noting that the pandemic continues to cause considerable
operational and financial disruption. His participation in a consulting capacity on the
finance section of the Incident Response Team allows all the process changes to remain
visible to Internal Audit. Colleague turnover, vacant positions due to hiring freezes,
furloughs, and interims wearing multiple hats were some of the conditions this year
and will continue into next year.

Mr. Schnobrich provided an update on work he has completed: audit reports on
sustainability and Clery Act compliance including the Violence Against Women Act
(VAWA) reporting requirement; the ASSOU student fee process audit; and annual
assessments. He said the Oregon Equal Pay Act audit was cancelled because of the low
likelihood of a risk event. Regarding consulting services, he referred to the detailed
meeting materials, adding management has completed many after-action plans. He
also completed internal control assessments related to surplus property, purchasing
cards, and vehicle usage and provided feedback to the relevant directors. His plan to do
other assessments in Business Services was derailed by the pandemic and will move to
next year. He has started attending Business Services’ meetings where he has gained
visibility into their process changes to adapt to the new word in which we all live.



Mr. Schnobrich said he was most excited about the work done with the Gramm-Leach-
Bliley Act related to cybersecurity, financial aid, and student information privacy.
Regarding investigative services, he cleared out a backlog of lingering concerns and
resolved some topics. As the dialogue around shared governance matures, he is
encouraging incorporation of a standard of ethical conduct and related training.

Responding to Trustee Santos’ inquiry regarding completion of the assessment on
compliance with the cultural competency bill, Mr. Schnobrich confirmed his assessment
was just the compliance piece for preparedness for the first report. Jason Catz added
that the focus was on activities that indicate SOU’s readiness to satisfy certain timing
or other requirements as it launches its cultural competency program.

Trustee Clough noted the vacancy in the financial aid office and asked if the work on
financial aid compliance was still taking place. Mr. Schnobrich confirmed that
management was performing its processes but there is not an extra layer of protection.
Dr. Neil Woolf added that the director and the assistant director in the financial aid
office are performing the duties of the vacant compliance officer position.

Responding to Vice Chair Nicholson’s inquiry, Mr. Schnobrich said his job is more
difficult to do from home and there are difficulties adjusting to people’s limited
availability due to the furlough. He tries to stay in the loop when attending various
meetings.

Responding to inquiries from Trustees Lightman and Santos, Mr. Schnobrich
mentioned some of the benefits arising from the work of the Incident Response Team.
He is comfortable about operations during the pandemic and believes the board should
be confident that the right conversations are being held and thoughtful decision-making
1s happening. He has been able to address concerns through the management team
and, as a result, there are no issues that need to be elevated to the board.

Mr. Schnobrich said he decided not to do a quality assurance review—an audit of
internal audit by external sources—because it is not the highest and best use of
financial resources at this time.

Action, Information and Discussion Items

Internal Audit Plan for 2020-21 (Action)

Ryan Schnobrich provided highlights of the Internal Audit Plan for 2020-21. His work
will include the ASSOU student fee process audit report and completing the remaining
investigative services related to management action plans. His consulting services will
include continued participation on the Finance Section of the Incident Response Team:;
increasing engagement with Business Services around risk assessment, risk
management, and organizational transformation; facilitating process improvement
regarding Irregular Employment Agreements; student information privacy compliance;
and continued work on the management response and action plans related to the fiscal
year 2017 Title IX audit and the fiscal year 2019 Clery Act and VAWA program
assessment audit.




To generate budget savings, Mr. Schnobrich said Internal Audit is not budgeting for a
student employee or a five-year quality assurance review.

Dr. Neil Woolf added that his team would welcome Mr. Schnobrich’s assistance on
student information privacy compliance.

Responding to Trustee Lightman’s inquiry, Mr. Schnobrich said he has not sensed
resistance to his work. There is an appreciation for risk and an elevated situational
awareness and people want to identify the next best steps and move forward.

Vice Chair Nicholson noted the extensive work included in the plan. Mr. Schnobrich
said he wanted to have a broad look at risk and is trying to make up for being an army
of .8 while still being involved in what is going on. Consulting service is a way for him
to be out the way but still present, available, and helpful. He said his audit plans tend
to be ambitious and he appreciates management’s and the board’s understanding that
sometimes things roll over to the next year.

Stressing that she did not intend to blame or criticize, Trustee Clough expressed her
concern that, in her time on the board, each year it seems there is turnover in positions
or workload which does not allow some of the audits to get completed. From a board
perspective, she asked if the board is being accountable or creating vulnerability by
accepting certain things are not done. She wondered if the plan was too aggressive and
whether it needed to be modified to reflect the key priorities that can realistically get
done or if the board should approve the plan recognizing some items will not be done.
She said she would rather have Mr. Schnobrich complete the audits than have an
external organization complete them. Mr. Schnobrich replied that many of his
colleagues have tossed their plans out the window and created new plans that simply
focused on being agile and helpful to management. He said he tried to be more specific,
using an umbrella approach to risk. He repeated that there is not enough internal
audit staff to go around.

Trustee Clough moved to approve the resolution recommending the Board of Trustees
adopt the Internal Audit Plan for fiscal year 2020-21. Trustee Santos seconded the
motion and it passed unanimously.

Update on Cybersecurity

Tom Battaglia provided a cybersecurity update and highlighted changes in some of the
risk assessment scores. He referred trustees to the Executive Summary of SOU’s
response to an audit of compliance with the Gramm-Leach-Bliley Act and the risk
summary report included in the meeting materials.

SOU’s current storage is aging and has caused occasional disruptions to service. As a
result, SOU is now migrating data to a new enterprise storage solution in the cloud.

Regarding vulnerability detection, Mr. Battaglia said SOU has acquired a full suite of
vulnerability identification tools which assess internal vulnerabilities. He highlighted
the mandatory cybersecurity training for employees and the positive results of recent



phishing exercises. He also discussed other topics and details involving SOU’s
cybersecurity.

Public Comment
There was no public comment.

Consent Agenda
Trustee Santos moved to approve the consent agenda, as presented. Vice Chair
Nicholson seconded the motion and it passed unanimously.

Action, Information and Discussion Items (Continued)

Governance Work Group Update

Vice Chair Nicholson said the work group continues to work on issues such as
engagement of retired trustees and planning the retreat.

Future Meetings
Chair Hennion said the committee’s next meeting would be on October 16.

Adjournment
Chair Hennion adjourned the meeting at 11:42 a.m.

Date: October 16, 2020
Respectfully submitted by,
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Sabrina Prud’homme
University Board Secretary




